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BILLY J. WILLIAMS, OSB #901366 
United States Attorney 
District of Oregon 
AMY E. POTTER 
amy .potter@usdoj. gov 
Assistant United States Attorney 
405 E. 8th Street, Suite 2400 
Eugene, Oregon 97401-2708 
Telephone; 541-465-6771 
Attorneys for the United States 


UNITED STATES DISTRICT COURT 
DISTRICT OF OREGON 
MEDFORD DIVISION 


UNITED STATES OF AMERICA, 
Plaintiff, 

V, 


l:18-cv-02114-MA 


COMPLAINT, in rent, 
FOR FORFEITURE 


$85,209,00 US Currency, 
$49,758.53 US Currency, 
$33,122,58 US Currency, and 
2,868 Bitcoins, in rent, 

Defendants, 


Plaintiff, United States of America, by Billy J. Williams, United States Attorney for the 
District of Oregon, and Amy E. Potter, Assistant United States Attorney, for its complaint in rem 
for forfeiture, alleges: 


COUNT 1 

1 . 

This Court has subject matter jurisdiction, in rem jurisdiction, and venue pursuant to 21 


U.S.C. § 881; 28 U.S.C. §§ 1345, 1355, 1356, and 1395; and 19 U.S.C. § 1610. 
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II. 

Defendants, in rem, $85,209.00 US Currency, $49,758.53 US Currency, $33,122.58 US 
Currency, and 2.868 Bitcoins ($85,209.00 US Currency, et. al.), were seized in the District of 
Oregon, and are now and during the pendency of this action will be within the jurisdiction of this 
Court. 

III. 

Defendants, in rem, $85,209.00 US Currency, et. ah, represent proceeds traceable to an 
exchange for controlled substances or were used or intended to be used to facilitate such a 
transaction in violation of 21 U.S.C. § 841(a)(1) and are forfeitable to the United States pursuant 
to the provisions of 21 U.S.C. § 881(a)(6), as more particularly set forth in the declaration of 
Shafqat Mirza, Special Agent, Homeland Security Investigations, marked as Exhibit A, attached 
and fully incorporated herein by this reference. 

COUNT 2 

IV. 

This Court has subject matter jurisdiction, in rem jurisdiction, and venue pursuant to 21 
U.S.C. § 881; 28 U.S.C. §§ 1345, 1355, 1356, and 1395; and 19 U.S.C. § 1610. 

V. 

Defendants, in rem, $85,209.00 US Currency, et. ah, were seized in the District of 
Oregon, and are now and during the pendency of this action will be within the jurisdiction of this 
Court. 
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VI. 

Defendants, in rem, $85,209.00 US Currency, et. al., represent property involved in 
money laundering in violation of 18 U.S.C. § 1956(a)(l)(A)(i) and § 1956(a)(l)(B)(i), and are 
forfeitable to the United States pursuant to the provisions of 18 U.S.C. § 981(a)(1)(A), as more 
particularly set forth in the declaration of Shafqat Mirza, Special Agent, Homeland Security 
Investigations, marked as Exhibit A, attached and fully incorporated herein by this reference. 

WHEREFORE, plaintiff. United States of America, prays that due process issue to 
enforce the forfeiture of defendants, in rem, $85,209.00 US Currency, et. ah; that due notice be 
given to all interested persons to appear and show cause why forfeiture of these defendants, in 
rem, should not be decreed; that due proceedings be had thereon; that these defendants be 
forfeited to the United States; that the plaintiff United States of America be awarded its costs and 
disbursements incurred in this action. 

DATED; December 10, 2018. 

BIELY J. WILLIAMS 

United States Attorney 

s/ Amy E. Potter 

AMY E. POTTER 

Assistant United States Attorney 
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VERIFICATION 


I, Shafqat Mirza, declare under penalty of perjury, pursuant to the provisions of 
28 U.S.C. Section 1746, that I am a Special Agent with the Homeland Security Investigations 
and that the foregoing Complaint in rem for Forfeiture is made on the basis of information 
officially furnished and upon the basis of such information the Complaint in rem for Forfeiture is 
true as I verily believe. 


s/ Shafgat Mirza 

SHAFQAT MIRZA 

Special Agent 

Homeland Security Investigations 
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DECLARATION of SHAFQAT MIRZA 

I, Shafqat Mirza, do hereby declare: 

BACKGROUND/EXPERIENCE 

1. I am a Special Agent (SA) with the United States Department of Homeland Security 
(DHS), Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI), 
in Medford, Oregon. HSI is responsible for enforcing the customs laws, immigration laws, and 
federal criminal statutes of the United States. As a law enforcement officer of the United States, I 
am authorized by law to conduct investigations and to make arrests for felony and administrative 
offenses. I have been employed as a federal law enforcement officer since 2002 and as an HSI 
Special Agent since 2006.1 have had training and experience in several areas of investigations 
related to offenses of money laundering, narcotics trafficking, fraud, and smuggling. I have also 
acquired knowledge and information about the illegal drug trade and the various means and 
methods by which it is furthered from formal and informal training, other law enforcement 
officers and investigators, informants, individuals I have arrested and/or interviewed, and from 
my participation in other investigations. 

2. I have participated in hundreds of investigations at the federal, state, and local levels 
pertaining to narcotics trafficking and laundering drug proceeds as well as a variety of criminal 
activities including bulk cash smuggling, alien smuggling, fraud, illegal exportation of 
munitions, interstate transportation of stolen property, and wire fraud. 

PURPOSE OF THIS DECLARATION 

3. This declaration is submitted in support of a civil complaint in rem for forfeiture of 
$85,209.00 U.S. currency, $49,758.53 U.S. currency, $33,122.58 U.S. currency, and 2.868 
Bitcoins ($85,209.00 U.S. currency, et. al.) seized from Chan Woo Hwang, aka: Andrew Hwang 
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(Hwang). Hwang is believed to be engaged in, among other things, manufacturing and 
distribution of marijuana and money laundering. The U.S. currency and Bitcoins seized are 
subject to forfeiture because they represent the proceeds of controlled substance violations, were 
used or intended to be used to promote and facilitate an outdoor cultivation of marijuana, and 
were property involved in money laundering in violation of 18 U.S.C. § 1956(a)(l)(A)(i) and 
§ 1956(a)(l)(B)(i), and 21 U.S.C. § 841(a)(1), and are therefore subject to forfeiture pursuant to 
18 U.S.C. § 981(a)(1)(A) and 21 U.S.C. § 881(a)(6). 

4. I have personally participated in this investigation and the following information is 
derived from my personal observation, interviews, and review of physical evidence as well as 
review of reports generated by other law enforcement officials and discussions with other 
investigators who have personal knowledge of the matters covered in those reports, and from 
conversations with persons who have personal knowledge of the events described herein. I have 
not included all the details of the investigation, only those facts that I believe are necessary to 
demonstrate a probable cause to proceed with the forfeiture of the $85,209.00 U.S. currency, et. 
al. seized from Hwang. 

5. From my training and experience, I know that persons who obtain income from 
illegal sources frequently structure their financial dealings in such a manner as to conceal the 
source of the proceeds. These persons often conceal proceeds of their illegal activity from law 
enforcement in the form of U.S. currency, acquire assets, make personal expenditures, and/or use 
the proceeds from the illegal sources to continue the illegal activity that generates the proceeds. 
In addition, I know that these persons frequently evade the payment of federal income tax to the 
Internal Revenue Service (IRS) on the proceeds from the illegal sources by under-reporting 
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income, mischaracterizing illegal income sources as a different legitimate source of income, 
and/or failing to report any sources of income by failing to file income tax returns. 

6. Persons who obtain income from illegal sources often use the following means in 
order to launder proceeds from the illegal activity: (1) placing titles of assets including personal 
residences, real property, and vehicles in the names of nominees or corporations; (2) placing 
bank accounts in the names of nominees or corporations for the use of funneling money; (3) 
negotiating and purchasing other assets, but using other persons to finalize and sign contracts and 
to deliver funds used to purchase the assets; and (4) using currency for payment of debts and the 
purchase of assets rather than credit cards and bank accounts. 

SUMMARY OF THE INVESTIGATION 

7. On July 17, 2018, Oregon State Police (OSP) Detective Travis Lee, who works in 
Grants Pass, Oregon, was advised of an arrest warrant out of Washington County for Chan Woo 
Hwang for the violations of sexual abuse and rape of a minor. Hwang was believed to be residing 
at Harris Road, Grants Pass. 

8. On the same day, at approximately 12:45 p.m., after confirming the warrant, OSP 
detectives contacted Hwang at his residence located at Harris Road. Detectives could clearly see 
marijuana plants growing on Hwang’s property from the road and while standing in his 
driveway. Hwang was on the other side of a locked gate. Hwang was advised that OSP detectives 
were there to conduct a compliance check for the marijuana plants on his property. Hwang stated 
he would cut the plants down. Detectives asked why he would do so if he followed the marijuana 
laws for the State of Oregon. Hwang stated he did not know the laws in Oregon for the number 
of plants he could possess. Hwang was asked and stated he did not have licenses to grow 
marijuana on his property. Hwang was advised by OSP detectives that, if he did not have any 
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licenses through the Oregon Liquor Control Commission (OLCC), Oregon Medieal Marijuana 
Program (OMMP), or the Department of Agriculture, Oregon law allowed the possession of four 
marijuana plants reereationally. Hwang admitted he did not possess any lieenses to grow and that 
he would out all the marijuana plants down. Detectives asked Hwang to open the gate, so they 
could determine how many marijuana plants there were and to have a faoe to faoe oonversation 
about that. Hwang lied and stated he did not know where the key to open the gate was. 

Detectives asked Hwang how many marijuana plants he had on his property to whioh he 
admitted to having nineteen marijuana plants. Hwang was advised that deteotives oould apply for 
a search warrant since they oould see in plain view that he had more than the legal limit of four 
marijuana plants. Hwang then said he would go get the key from inside the residenoe and open 
the gate. 

9. On July 17, 2018, at approximately 1:00 p.m., Hwang opened the looked gate of his 
property and was immediately arrested by deteotives per the arrest warrant issued in Washington 
County. Deteotives transported Hwang to the OSP station in Grants Pass. 

10. Deteotives asked Hwang if he wanted to take his wallet or oell phone with him. 
Hwang again lied to deteotives by olaiming that he had lost his oell phone. 

11. At the OSP station, Hwang was advised his Miranda rights after whioh he 
immediately requested an attorney and all questioning ceased. 

12. Hwang later requested that the deteotives retrieve his oell phone and wallet so that he 
oould retrieve some telephone numbers from his oell phone and oontact individuals to help him 
post bail. Detectives then drove Hwang back to his residence. Hwang directed the deteotives to 
his cell phone hidden outdoors under an orange traffio safety oone. Hwang provided the 
password to unlook his cell phone as ‘ 1221’ and deteotives then provided numbers requested by 
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Hwang from his cell phone. Hwang was very adamant that he wanted his cell phone left behind 
at the residence because he had a lot of money in his cell phone. Hwang stated he had his Bitcoin 
Wallet in his cell phone. Hwang was advised that detectives were seizing the cell phone because 
they had probable cause it may contain evidence of crimes for which he was arrested. 

13. At the jail, Hwang initiated contact with detectives and made statements to the fact 
that he had approximately $100,000 available on his debit card that he would use to bail himself 
out. 

14. On July 18, 2018, detectives discovered that Hwang was speaking with a male in 
California via recorded jail phone calls. During the call, Hwang referred to the male as his 
brother and gave him directions to retrieve approximately $70,000 in U.S. currency hidden at his 
residence in Grants Pass inside a box in a shipping container. Hwang told his brother that the 
keys to the locked shipping container were hidden inside his residence in a bottle of protein 
powder that was sitting on the sink. 

15. On another telephone call, Hwang was heard telling the person on the line about 
$60,000 in U.S. currency at his house hidden in the air conditioner unit. Hwang also told the 
person on the phone that he also had approximately $20,000 in U.S. currency stored in a shed on 
his property. 

16. On July 18, 2018, OSP Detective Lee confirmed with OMMP, OLCC, and the 
Oregon Department of Agriculture that the address located at Harris Road was not currently a 
registered marijuana grow site. Detective Lee also confirmed that Chan Woo Hwang was not a 
registered marijuana grower with the above-mentioned agencies. 

17. On July 19, 2018, an Oregon Circuit Court search warrant for Josephine County was 
executed at Harris Road, the residence associated with Hwang. During the search of the 
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residence and property, $85,209.00 U.S. currency (hidden in several different air-conditioning 
vents throughout the residence in plastic bags), 7 firearms, 82 marijuana plants, digital storage 
devices, 3 computers, hidden security cameras, and other items believed to be evidence of the 
crimes of possession, delivery and manufacture of marijuana were seized. Additionally, items 
such as marijuana packaging materials, postal shipping boxes, scales, and packaging equipment 
were discovered and photographed but not seized. 

Cryptocurrency accounts 

18. ICE-HSI Summons were sent to Bitstamp, xCoins, Coinbase, Chase Bank, Wells 
Fargo Bank, Citi Bank, and TD Ba nk for information relating to accounts associated with 
Hwang. A review of the records received from the cryptocurrency account associated with 
Hwang revealed 647 different transactions between October 30, 2013 and July 1, 2015, in which 
Hwang received payments into his cryptocurrency account from other cryptocurrency accounts. 
Checks of the cryptocurrency account records revealed that some of the sources of funds were 
associated with Darknet market places such as "Silk road" and "Agora", which are associated 
with drug and narcotic sales. During this period, the digital currency was frequently converted to 
U.S. Currency and deposited into a Citibank account ending in 6604 or a TD Bank account 
ending in 2772. 

19. On March 21, 2015, cryptocurrency account records associated with Bitstamp, one of 
the cryptocurrency accounts associated with Hwang, flagged and banned Hwang’s account from 
further transactions for suspicious activity. Bitstamp noticed Hwang trading large amounts of 
Bitcoin. Bitstamp asked Hwang the source of his funds, and according to a Bitstamp report, “he 
lied to us and said he has been a long-term investor.” Bitstamp conducted a review of Hwang's 
block-chain activity, which indicated Hwang was not truthful. Bitstamp reported that they had 
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initiated an investigation into the accounts associated with Hwang. Bitstamp staff noted in their 
report their suspicion, that because of the “huge change” and increase in the activity associated 
with Hwang’s account, he was either laundering money or involved in other illegal activity. 

20. On June 17, 2015, Hwang initiated a withdrawal in the amount of $63,578.22 US 
linked to a Chase bank account ending in 8791. On June 30, 2015, Bitstamp rejected his 
withdrawal request. Hwang was asked to convert his funds back to Bitcoins and withdraw the 
whole amount from his Bitstamp account. On July 1, 2015, it appeared from the review of the 
records, that 239.30881088 Bitcoin were withdrawn from the Bitstamp account associated with 
Hwang. The Bitcoin were turned into currency. 

21. Records received from another cryptocurrency account provider. Coinbase, revealed 
similar information to the Bitstamp account. The Coinbase account was created on October 30, 
2013, and transactions continued through July 1, 2015. The Coinbase and Bitstamp records 
appeared to be similar because both cryptocurrency exchange providers appeared to be linked 
together. In my experience with cryptocurrency. Coinbase is used as an entry level exchange and 
is limited in the different cryptocurrencies that can be purchased or traded. Other exchange 
providers such as Bitstamp allow purchase or investment of a larger variety of cryptocurrencies 
that may not be offered by Coinbase. 

22. During the execution of the search warrant, law enforcement located a card that 
contained numbers and a series of words. The card read “Trezor The Bitcoin Safe Recovery 
Seed.” I know, based on my training and experience and speaking with other law enforcement 
officers, that digital or cryptocurrency accounts are assigned “seeds,” also referred to as a 
password, to access the account. The “Recovery Seed” document was seized because there was 
sufficient probable cause to believe U.S. currency was also hidden in the cryptocurrency 
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accounts, based on the diseovery of large sums of U.S. eurrency hidden in various locations on 
the property, the number of marijuana plants being grown on the property, and the diseovery of 
drug weighing, packaging, and shipping evidence diseovered at the residence. Based on the 
numbers and words on the aeeounts, it appeared Hwang had two cryptocurrency accounts. A 
state search warrant was obtained to transfer the eryptoeurreney to a law enforeement-eontrolled 
wallet. When the aeeounts were accessed, 2.868 Biteoins were seized and transferred to a law 
enforeement controlled wallet. In his administrative claim for this asset, Hwang indicated he 
purehased the Bitcoin from LocalBitcoins.eom. 

Bank accounts 

23. Sinee Hwang’s Bitstamp aeeount was elosed, it appears that the majority of Hwang’s 
financial transactions were in eash and traditional bank aeeounts. During July 2018, investigators 
served Oregon State legal doeuments to freeze aeeounts held by Hwang with Citi Bank ending in 
6604, Chase Bank ending in 8791, and Wells Fargo Ba nk ending in 0030 and 8889. 

24. Investigators reviewed the records associated with those aeeounts and are continuing 
to analyze the account activity. The records reviewed thus far show that the Citibank account 
ending in 6604 received transfers from the Coinbase aeeount totaling $242,763. Hwang 
transferred $46,000 from the Citibank account to the Chase aeeount ending in 8791. He used 
funds from the Chase account to purchase a property in California that was later sold for a profit. 
The profits from the sale of that the property were deposited into the Wells Fargo aeeount ending 
in 8889. 

25. On July 24, 2018, investigators diseovered Hwang had made a recorded jail phone 
eall to a male advising the male that he had $80,000 between his Chase and Citibank accounts. 
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26. On August 1, 2018, investigators learned from recorded jail calls by Hwang to his 
brother in California that Hwang had given his brother power of attorney to withdraw all funds 
within all his bank accounts as soon as possible. 

27. On August 8, 2018, Josephine County Circuit Court seizure warrants were served at 
Chase Bank, Citibank N.A., Wells Fargo Bank, and TD Bank N.A for accounts associated with 
Hwang. TD Bank never responded to the state seizure warrant. 

28. On August 15, 2018, a Cashier's Check from Chase Bank in the amount of 
$33,122.58 was received by investigators with the Oregon State Police. 

29. On August 21, 2018, a Cashier's Check from Citibank, N.A. in the amount of 
$49,758.53 was received by investigators with the Oregon State Police. 

30. Based on information provided by other investigators in this and other current 
investigations associated with Hwang, investigators have not been able to determine any source 
of income or any employment for Hwang. Washington County Sheriffs Office Detective Robert 
Rookhuyzen, who is conducting a separate investigation on Hwang, advised that Hwang may 
have worked for a marijuana dispensary, however no evidence of such employment has been 
confirmed by investigators. No employment records such as paychecks or pay statements were 
located during the search warrant at the residence associated with Hwang. 

31.1 also know, based on my knowledge and experience and in speaking with other 
investigators in this investigation, that Oregon recreational marijuana laws allow a person to 
grow and have four marijuana plants for their own use. 1 have also been advised by other 
investigators in this investigation that Hwang does not possess a current Oregon Medical 
Marijuana Program card. Based on this information, Hwang was only allowed to grow and 
possess four marijuana plants on his property while, on July 19, 2018, investigators located 86 
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marijuana plants on the property. Out of 86 marijuana plants located, investigators seized all but 
4 plants, per Oregon Recreation Marijuana laws. 

32. In addition to the 86 marijuana plants, the marijuana packaging materials, postal 
shipping boxes, scales, and packaging equipment indicate the marijuana was being grown to be 
sold and potentially shipped to the purchasers. 

33. Based on the aforementioned information, I believe probable cause exists to conclude 
that $85,209.00 U.S. currency hidden in air-conditioning vents, $49,758.53 U.S. currency from 
an account with Citibank, N.A., $33,122.58 U.S. currency from an account with Chase Bank, 
and 2.868 in Bitcoins seized from Chan Woo Hwang, aka: Andrew Hwang, represent proceeds 
of controlled substance violations, were used or intended to be used to promote and facilitate an 
outdoor cultivation of marijuana and that were property involved in money laundering in 
violation of 18 U.S.C. § 1956(a)(l)(A)(i) and § 1956(a)(l)(B)(i), and 21 U.S.C. § 841(a)(1), and 
are therefore subject to forfeiture pursuant to 18 U.S.C. § 981(a)(1) and 21 U.S.C. § 881(a)(6). 

I declare under penalty of perjury that the foregoing is true and correct pursuant to 28 
U.S.C. §1746. 

Executed this 10th day of December 2018. 

s/ Shafqat Mirza 

Shafqat Mirza 

Special Agent 

Homeland Security Investigations 
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